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Abstract—The ever increasing integration of sensor-driven
application into our lives has led to sensor privacy becoming an
important issue. The locational information of sensor nodes has to
be hidden from adversary for the sake of privacy. An adversary
may trace traffic and try to figure out the location of the source
node. This work attempts to improve the Source Location Privacy
by using two phantom nodes, selection of neighbors based on
random based approach and random walk upto phantom nodes.
Two phantom nodes are selected for each source node in such a
way that no two phantom nodes of the same triplet are co-linear
with the sink. The proposed protocol can keep the adversary
confused within the sensor networks as it generates different
paths for different packets for the same source. Here, we are
distracting the adversary by creating alternate paths. This results
in minimizing the hit-ratio, thereby maximizing the privacy.
Analysis of the present work shows that this protocol tends to
achieve more privacy and greater safety period as compared to
single phantom routing protocol. Flooding techniques and dummy
packets have not been used in working phase for the sake of
energy efficiency and network congestion.
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I. INTRODUCTION

Wireless sensor networks are composed of many small
sensor nodes that can sense, collect and spread information
for different types of applications. Sensing of data includes
sensing physical quantity such as temperature, humidity,
pressure, radiation etc. Wireless sensor nodes have limited
storage, computing power, and energy supply [1],[2]. After
the deployment of sensor nodes, the nodes are left unattended
for most of the practical applications [3],[4]. One of the
major application is subject tracking and monitoring where
not only data but also the location of the sensor node needs
to be preserved [5]. Privacy can be defined as “a state in
which one is not observed or disturbed by other people”. It
is the state of being free from public attention. Privacy in
wireless sensor networks includes hiding of nodes location,
confidentiality, availability and integrity of messages etc. It
can be broadly classified into two parts: Content Privacy and
Context Privacy. Content privacy deals with the protection
of data that is being communicated between sensor nodes
while context privacy deals with the context related to
the information such as source location, destination (sink)
location and time at which the message was created. Context
privacy includes hiding the identity and the locality of each
node, and hiding the flow of traffic among the nodes. Our
focus is on Source Location Privacy(SLP) as shown in Fig.1.
Let us take an example of the Panda Hunter game where
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Fig. 1: Privacy in WSN

sensor nodes are deployed to sense the location of panda
and inform the base station (sink) with the help of different
intermediate nodes [6]. Hunter or adversary tries it’s best to
capture the Panda. Every time when the hunter or adversary
captures the message it moves towards the source location.
It is assumed that adversary has high computational power
and memory so that it can track the whole path from sink
to source. Various solutions have been proposed to attain the
SLP but achieving the location privacy is a difficult task as
there are different factors that plays an important role in the
effectiveness of a solution. For example, mobile and static
nodes require different types of SLP solutions [7]. The scope
of the adversary, whether local or global, also needs to be
taken into consideration. Local adversary can view or analyze
some part of the network while the global adversary can
view or analyze the whole network at one glance. Another
influencing factor that is related to the adversary is whether
the adversary can compromise some nodes or not. Some
protocols have been proposed in order to gain privacy. This
can be broadly classified into four parts as shown in Fig.1.
Random Walk are those solutions where we use random walk
as a subpart of the protocol. In Delay solutions, messages
are delayed at some node for random amount of time before
forwarding it. In Dummy data source, we introduce dummy
traffic in the network by introducing dummy packets[8][9]
and thus, making harder for an adversary to analyze the
traffic. Cyclic entrapment is another type of solution where
we introduce cycles of messages at some node and thus try to
confuse the adversary. The main contribution of our work is:
We propose a new routing method for energy constraint WSN
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deployed for subject monitoring. Using S-angle anonymity
combined with phantom source we present a metric used
for evaluating the privacy level of the protocol. Lastly, we
analyze the effectiveness of the solution with respect to single
phantom source and random walk routing solutions.

Remaining portion of the paper is organized as follows.
Section II introduces Related Work, Section III discusses the
Network model, Section IV explains the Adversary Model,
Section V describes Proposed protocol, Section VI analyzes
the new protocol and Section VII concludes with a brief
discussion of Future Work.

II. RELATED WORK

Pandurang Kamat and Y.Zhang[10],[11] introduced the
phantom routing technique where the random walk is intro-
duced. In phantom routing scheme(PRS), there are two phases-
random walk phase and flooding phase. When the source
senses any event then the message is forwarded in random
fashion for & hops. The node that has received the packet at
the end of the random walk termed as the phantom source.
After that, the phantom source starts to flood the packet in
the network towards the sink as shown in Fig.2. The purpose
here is to keep the phantom node away from the source even
if the adversary tries for hop to hop trace, it reaches to the
phantom source and not the actual source. Phantom Single
Path Routing(PSRS) is another protocol which is similar to
the PRS but in PSRS shortest path algorithm is used instead
of flooding. PSRS is better than PRS, in sense that flooding
requires a lot of energy consumption as compared to the
shortest path. Kamat et al.[10]shows that pure random walk
is unable to keep the phantom source away from the real
source. If the message is forwarded to h hops then there is
a high probability that the phantom source will be only /4 hops
away. But in some cases, there may be possibility of cycles in
the random walk path from source to phantom source. The
cycles in a random walk not only ease the tracing for an
adversary even they also upsurge the energy consumption of
the nodes. So in order to avoid repetition of paths, directed
random walk came into existence. There are two types of
directed random walk: sector-based directed random walk and

hop based directed random walk. In a sector based directed
random walk[12], author suggested a technique to divide the
neighbors into required sets without the use of the sectional
antenna. In the hop-based directed random walk, each sensor
node divides its neighbor into two sets P and Q. P contains
all the sensor nodes whose hop-count is less than or equal to
the node while Q contains all the sensor nodes whose hop-
count is greater than the node. This information is kept by
each node in its memory. Each node knows its hop-distance
to the sink. Information of hop-distance to the sink can be
calculated during configuration phase with a simple technique.
Sink initiates a flood by sending a message to all its neighbors
with a hop-count value zero. Each node forwards the message
to other neighbors and increases the hop-count by one. Among
all the recorded hop-counts each sensor node chooses the
minimum one and in this way each node gets the hop-count to
the sink. L. Zhang[12] suggested an enhancement of the sector
based directed random walk and introduced the self-adjusting
directed random walk(SADRW). According to SADRW, each
sensor nodes divides its neighbors into four groups: neighbors
to east, neighbors to west, neighbors to north, neighbors to
south. When a sensor node senses any event it chooses a
random set from the above sets and forwards the message
to randomly selected node from that set. Each intermediate
node forwards the packet in the same direction for next h
hops. If any intermediary node cannot forward it to the chosen
direction then it selects a new direction from rest of the set
termed as second direction. If the case that when the packet is
at the edge of network then the random walk terminates if it
travels minimum i hops, h>i. Otherwise, it selects any random
neighbor from remaining two sets. Wang Wei-Ping et al.[13]
introduced the Phantom Routing with Location Angle(PRLA).
First of all each node calculates the inclination angle between
itself and its neighbor nodes. If any source senses any event
then it selects neighbor with some probability. After that
each intermediate node will forward the message to the next
neighbor with the same inclination angle and in this way the
random walk is always directed away from the source. After
reaching the phantom source, the shortest path algorithm from
the phantom source to the sink is applied. Simulation results
shows that PRLA improves the safety period as compared
to PSRS. Yun Li et al.[14] introduced the RRIN(Randomly
selected intermediate node) as an improvement over Phantom
Routing Scheme. In RRIN, the source node first selects the
intermediate node and sends the message to it and after that
the message is sent to the sink. Jun Long et al.[15] intro-
duced the network lifetime maximization through Tree-Based
Diversionary Routing. Under his solution they are creating tree
branches that are completely homogeneous to the adversary.
They are utilizing the energy of those sensor nodes that are
away from the sink. In this way, they are minimizing the energy
consumption of hotspot regions. Hotspot regions contains those
sensor nodes that are situated near the base station. Petro
Spachos et al.[16] suggested the opportunistic routing where
some sensor nodes act as relay nodes and one node among
them will finally forward the packet. In opportunistic routing,
next hop relay nodes at each hop has the equal probability to
forward the packet. Each time when the message is forwarded
from the source to the sink the path changes for every messages
as each relay nodes has the equal probability to forward it.
Opportunistic routing shows his good performance when the
network contains the large number of nodes so that when the



message is forwarded, every time the node choose different
nodes. Yun Li et al.[6],[7],[17] introduced the combination of
RRIN with the NMR[18]. Firstly, the network is divided into
smaller grids. After the formation of grids in the WSN, the
network-mixing ring is generated by some sensor nodes called
header ring nodes. When the source senses any event then the
message is forwarded to any intermediate node, after that the
message is passed to the network mixing ring and then the
header node would be responsible for deliver it to the sink. Xi
et al.[19] introduced the greedy random walk(GROW) in which
a sensor node is selected called receptor node. One random
walk is started from the source to receptor node and one walk
is started from the sink. Then the formed path is used to send
the data from source to the sink. Yao et al. [20] provide another
enhancement of the random walk by introducing the directed
random walk (DROW). DROW is completely dependent on
the hop-distance towards the basestation. Each node checks
its hop-distance to the sink and then selects the minimum one.
It shows the higher privacy when the intermediate node would
be more than one node from which the hop distance to the sink
is minimum. Younis et al.[21] introduced the cyclic entrapment
method(CEM) where some sensor nodes behave as activation
node. Activation nodes are those nodes which create a cycle of
messages in the network. These cycles confuses the adversary
for traffic analysis. But the major drawback in CEM is that if
the hearing range of the local adversary is more than the loop
then it can bypass the whole cycle after capturing a single
message. This method also reduces the network-lifetime as it
is introducing the unnecessary messages in the network.

III. NETWORK MODEL

In our network model, homogeneous sensor nodes are de-
ployed randomly that can behave as source node, intermediate
node or phantom node. All these sensor nodes are static in
nature which means they cannot move in the network. Sensor
node that senses any event and forwards the message to the
base station is called as source node. Intermediate nodes are
those nodes that forward the received message towards its
destination. When a sensor node senses any event then it for-
wards the message towards the sink with the help of neighbor
nodes. These all neighbor nodes are called intermediate nodes.
Phantom node is a sensor node that forwards the message of
source node with its own identity. All three nodes are similar
in nature but performing different task at different time.

IV. ADVERSARY MODEL

Adversary tries its best to know the source location. It is
similar to Panda Hunter game. The basic characteristics of
adversary are as follows:

e  Adversary is local i.e adversary cannot view the whole
network at one glance. It can only view a part of it
which means it can eavesdrop a packet only when it
is under its hearing range.

e  Adversary is mobile i.e it can move from one position
to another. It can move towards the immediate sender
of the captured message.

e Initially, adversary will be found near the base station.
From base station it will start its strategy to capture
the source.

* : Sink node

Fig. 3: Triplet Selection

e  Adversary is resourceful and has no dearth of re-
sources like storage, computational power. It can save
all the captured messages which can be used to
identify the routing path.

e  Adversary is passive i.e it can only overhear the mes-
sage, it cannot harm the sensor nodes like destroying
sensor nodes, compromising some nodes etc.

V. MULTI-PHANTOM ROUTING SCHEME

Our proposed scheme consists of two phases: (i) configura-
tion phase (involves neighbor discovery, flooding, node reports
its hop count from the BS and triplet selection) and (ii) working
phase (involves random walk and phantom selection based on
given criteria).

A. Configuration Phase

During configuration phase, initially sink starts flooding
with a message setting counter zero. Each node stores the
counter value with sender ID. After that it forwards the
message to its neighbor with incremented value of counter
by one. In this way, each sensor node has well knowledge that
base station is how much hop distance away. After that each
node informs the hop-distance to the sink. Sink maintains a
hop distance table from where it creates set of triplets of sensor
nodes. In a triplet, each sensor node behaves as phantom node
for other two nodes. A triplet is selected in such a way that no
two sensor nodes and sink are co-linear and the angle between
each two node with the sink should be atleast 30 degree. If
sensor nodes are co-linear with the sink then the source node
would lie in the path between phantom node and sink. When
this condition arises, then the privacy can be easily breached
by the adversary. This we can easily understand with the help
of Fig. 3
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During configuration phase, it is assumed that all sensor nodes
have been localized and the sink node has well knowledge
of all the sensor nodes. Now base station randomly chooses
three sensor nodes that are nearly same hop distance away
and then calculates the angle between them. Base station can
easily find out the angle between the two nodes with itself
as vertex with the help of equation 1 and 2. If all the three
angles that are calculated are more than 30 degree then the
triplet is selected otherwise choose some different nodes.
In our algorithm, we have fixed the position of a node in
the triplet and other two can be changed. In the mentioned
algorithm 1, we have fixed the position of ny while n; and ng
are changing their position to form the triplet. When the angle
between n; and ns is less than 30 degree then n; is replaced
with some other node. If the angle between n; and ns or ns
and ns is less than 30 degree then nj3 is replaced with some
other node. This has been summarized in algorithm 1 :

Algorithm 1: Triplet Selection Algorithm(At Sink)

1: Sort the table in ascending order of hop count value.

2: Choose three different nodes n;, ns, n3 randomly.

3: Cal. angle between them 61(n; and ny), O2(ny and ngz),
03(n3 and ny) in degree.

4: if (6,>30)

5 if(02>30)

6: if(93>30)

7: Triplet Selected

8: Inform(ny, na, ns3)

9: goto 2

10. else

11. replace(ns with some other node)
12: goto 5

12.  else

13: replace(ns with some other node)
14: goto 5

15: else

16: replace(n; with some other node)
17: goto 4

After the selection of triplet, base-station informs to all the
sensor nodes about its triplet by sending a message including
the ID of other two sensor nodes. Each sensor node stores the
ID of the two sensor nodes that will behave as phantom node
for it. Each sensor node will behave as phantom for the two
different nodes.

B. Working Phase

After the completion of configuration phase, the working
phase starts during which the communication between the
source node and the sink node is performed. Triplet selection
has been done during configuration phase. Each node has ID of
two different sensor nodes that are in triplet. These two sensor
nodes will behave as phantom node one at a time. When a
source node senses any event then it randomly generates a
number within 1 to 10. If the generated number is greater
than 5 then the first node is selected otherwise second node is
selected as phantom. After selecting the phantom node, source
node forwards the message to randomly selected neighbor with
phantom node as destination. Selected neighbor forwards the
message towards the destination phantom node with shortest
path algorithm. It also includes its ID in message content.
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Fig. 4: Working Phase

After receiving the message at phantom node, it checks
the sender of the message. If source is its phantom node then
it forwards the message towards the sink with its own ID
by using shortest path algorithm. This we can explain with
the help of fig.4. Here, source first randomly generates a
number a between 1 and 10. After that it is checked whether
a is greater than 5 or less than equal to 5. If the a is less
than or equal to 5 then the P; is selected as phantom node
otherwise Ps is selected as phantom node. After the selection
of phantom node, source randomly chooses x from set of
neighbors N. Now, source passes message M to x with P
as destination. Then, after some intermediate nodes message
reaches to the phantom P with the help of shortest path
algorithm. Now phantom node checks whether source is its
phantom. If the condition satisfies then the P forwards the
message to the sink with the help of shortest path algorithm.
This has been summarized in algorithm 2:

Algorithm 2: Working Phase algorithm

1:  Source § generates number a between [1,10]
2: if (@< b)

3: P=P

4. else

5: P=P

6: S randomly chooses node x& N (Set of neighbors)
7: S passes message M to x with destination P
8: x forwards the M to P

9: if (S==phantom(P))

10: change(S = P)

11: P forwards M to sink node

Each time before sending the message, source first gener-
ates a number and checks the condition and then the phantom
node is selected. Thus, we are trying to create alternate paths
from source to sink with the help of random neighbor and
phantom node. These alternate paths from source to sink makes
job harder for an adversary to trace the source location.

VI. ANALYSIS

Achieving the source location privacy is a difficult task.
Let us suppose if the messages are forwarded continuously



from source to base-station with shortest path algorithm then
in worst case after capturing 4 messages the local adversary
will be able to capture the source location where h is the
hop-distance from source to sink. Now, suppose if we choose
single phantom node to forward the message from source to
sink then again the source location can be traced after short
amount of time. Again, the phantom node with the source and
the sink must not be co-linear. Thus, in our proposed approach
we are trying to overcome these problems with multi-phantom
source location privacy. In the configuration phase, we are
selecting triplets of sensor nodes that are not co-linear. As
the above algorithm 1 shows that each time we are checking
whether the angle between each pair of triplet of sensor nodes
is greater than or equal to the 30 degree. If the angle between
each pair of nodes is greater than 30 degree then only the
triplet is selected otherwise we would select different sensor
nodes. In the working phase, source is selecting the phantom
node based on some probability. Here we are assuming that
source generates a random number between 1 and 10 and
checks whether it is lesser than or equal to 5. If number is
lesser than or equal to 5 then first node is selected otherwise
second node is selected as shown in algorithm 2. After that
source randomly chooses the neighbor to forward the message
towards the phantom node. In our proposed approach, there is
no restriction on the position of the base-station. Base-station
may be present at the corner or in the middle of the network.

Now, lets assume source S senses an event with neighbors
n then probability of selecting a particular neighbor will
be % If there are p phantom nodes for each node then the
probability of selecting a phantom node will be . Thus, total
number of different routing paths would be np. If we assume
that adversary can only reach to the immediate neighbor after
capturing a single message then it would need to capture
the (x+y+/) number of messages to locate source, where x
and y are the hop distance from source to phantom node and
phantom node to the sink. Probability that the message will
be transmitted from a particular path would be ni Thus, it
shows that adversary would move one hop distance towards
the source after capturing atleast np messages from current
node. Now hit ratio can be defined as:

No. of messages captured

Hit Ratio = 3
80 a0 No. of messages sent ®)

1
HR=— “

np

Hit ratio is the parameter to calculate the privacy. Privacy and
hit ratio are inversely proportional to each other. If the hit
ratio is minimum then privacy will be maximum and the vice-
versa. Hit ratio would be reduced if the number of messages
captured by the local adversary can be minimized. This can be
done if each time we use different path to send the message
from source to sink. Here we are creating alternate paths by
selecting random neighbor and multi-phantom nodes. Thus,
from the above formula, it can be concluded that greater the
number of neighbors and the phantom nodes higher would be
the privacy achieved.

VII. CONCLUSION AND FUTURE WORKS

Source location privacy is a serious issue for many moni-
toring and remote sensing applications. In many scenarios, an

adversary may be able to trace back to the source location if
not handled properly. In this paper, we have proposed a multi-
phantom routing protocol to confuse the adversary by creating
alternate paths from source to sink. This protocol also keep in
mind the energy issues of WSN and avoids the use of dummy
packets and flooding in working phase. The proposed protocol
works better than single phantom based approach. Future work
may be done on analyzing the performance with respect to
increase of phantom nodes. The proposed protocol may be
further analyzed by including dummy packets and flooding
for privacy improvements.
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